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01 Context and Motivation

= What is limiting enterprises from using cloud
computing services?

70
50 46 46
H 32 32
30 29 27 27
20 17
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Risk of a secunty Uncertainty about Uncertainty about Problems Difficulties in High cost of Insufficient
breach applicable law,  the location of accessing data or unsubscrnbingor  buying cloud knowledge of
Jurisdiction, data software changing service computing cloud computing
dispute resolution provider SEervices
mechanism
mlarge small and medium

Factors limiting enterprises from using cloud computing services, by size class, EU-28, 2014 (*)

= This can be extended to the Public Sector

(*) Source: Eurostat, 2014



01 Context

= Customers need to know and be assured that
their data is equally safe no matter where they
are located or who provides the service

— What security aspects need to be considered in
cloud computing that ensure Free Flow of Data and
cross-border?

— What regulation aspects need to be considered /
addressed?

= \WWhat should be the role of the EC?



01 Context

= Plethora of standards, schemes and other
relevant frameworks

sl International ISO/IEC 17203, ISO/IEC 17826:2012, ISO/IEC 19041, ISO/IEC 19044, 1SO
ISO Orga”izat_ion_for 19086, ISO/IEC 19099, ISO/IEC 19831, ISO 19941, ISO 19944, ISO/IEC
v Z8l Standardization .
20000-1, ISO 22301,ISO/IEC 24760-1, Family of ISO/IEC 2700x, ISO/IEC
29100, ISO/IEC 29101, ISO/IEC 29115.

N lsr NIST SP 500-299, Draft NIST SP 500-307, NIST SP 800-125, NIST SP 800-144
NIST 800 - 53 Cfoud
M Sv A iy
securit
OASIS 3 LM SCCUY
alliance®
OASIS TOSCA, OASIS CAMP SNIA CDMI, DMTF CSA CCM, CSA Star, CSA PLA, CSA
) DSP0243, DMTF DSP0263  Attestation - OCF Level 2, CSA
furegon Attestation - OCF Level 1, CSA Self-

StarAudit

Assessment - OCF Level 1

it caly f publizhed an

AICPA SOC 1, AICPA SOC 2,
AICPASOC 3
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02 Approach

. Information security policy

. Risk management

. Security roles

. Security in Supplier relationships

. Background checks

. Security knowledge and training

. Personnel changes

. Physical and environmental security
. Security of supporting utilities

. Access control to network and information systems
. Integrity of network and information systems
. Operating procedures

. Change management

. Asset management

. Security incident detection and response

. Security incident reporting

. Business continuity

. Disaster recovery capabilities

. Monitoring and logging policies

. System tests

. Security assessments

. Checking compliance

. Cloud data security

. Cloud interface security

. Cloud software security

. Cloud interoperability and portability

. Cloud monitoring and log access

ISO
17203

ISO ISO ISO
17789 19944 19941

ISO
19086

ISO
19099

ISO
22301

>F o
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ISO/IEC Family of  ISOIEC ISO/IEC ISO/IEC

24760

27000 29100 29101 29115
ISO/IEC

27000,

ISO/IEC

27001 & ISO

/IEC 27002

Not covered

Partially covered

Fully covered




02 Approach

" Available standards tackle many issues that
require to go through different certification /
attestation processes

"= The depth in which security aspects are
covered varies depending on the standard
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02 Approach

" Analyzed strategies from the governments of
Spain, Italy, Germany, France, Latvia

g D D e D g D
DE-C5 FR - IT - PM Decree
ES - ENS
catalogue SecNumCloud 2013
) \ ) G )
e 17 control * For eAdmin CSP / digital * Certification for CSPs ¢ National ICT
areas providers * Based on ANSSI security
* Pereach * Dedicated regulation recommendations certification
control: for c!g“d 'Ssuesé e and int’l standards scheme
Objective, :zivr;iirs ornotorthe 2 levels: basic and based on int’l
requ_lrement . Systems have advanced (?) standards,
(basic, categories: low, * Label * no cloud-
additional) medium, high specific
* Attestation * Low=self
* No certificate, assessment
* Relies on int’l * Medium/high=
standards audit every 2
° Cloud-specific years (*) Requirements for ‘Advanced’ are as of 08.09.2017 not published

Audit



02 Approach

= Different maturity levels of public sector
Initiatives in EU28

" Different approaches: from market driven to
highly regulated scenarios

= Different levels of granularity

= Harmonisation at EU level is considered
necessary
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02 Approach

" Analyzed (cross-border) public-private initiatives:
Trusted Cloud, Label Cloud, ESCloud, Zeker Online

N o
Trusted Cloud

/ A

Zeker Online

German initiative, .
now onto FR and NL
Non-profit

association .
For SMEs, both

CSPs and cloud

users .
Own criteria

catalogue .
Legally bound self-
assessment

2 pillars: legal
and
infrastructure
covers the
whole service
stack

Based on
standards
Audit

P

Label Cloud

N ' N

ESCloud
) N\ )

Initiative by France IT

For SMEs

3 layers (laaS, PaaS, SaaS)

3 levels: initial,

confirmed, expert
Based on NIST and ITIL
Label for 2 (initial), 3

* Collaboration of

France and
Germany
* Label
e 15 core
principles

(confirmed), 4 (expert) *  No mutual

years

Continuous improvement,
so recertification obliges
to obtain better results

recognition
between
SecNumCloud
and C5

than the previous time



02 Approach

= Cross-border efforts are commendable

= However, mutual recognition is still not
sufficiently addressed

" Duplication of efforts?
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03 Stakeholders analysis

= Survey: 28.09.2017 - 15.11.2017

= Reopened and accessible through:
http://tinyurl.com/cloudcertification

= 494 respondents but only 200 answers were
100% complete, which have been retained for
analysis


https://survey.tecnalia.com/limesurvey/index.php/846222?lang=en
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03 Stakeholders analysis

Country
Slovak Repubilic; .
2,08% Slovenia ; 1,39% Sweden ;| 139%  nited Kingdom ;
o,
Romania; 1,39% ‘ 5,56%
Spain ; 8,33% Switzerland, US, Chile, South

Portugal ; o,ss%k

Poland ; 0,69% 4

/ Korea and Israel

Malta ; 0,00% .
Austria; 4,17%

Netherlands ;
9,03%
Luxembourg; 0,69% .

. - 0,
Lithuania ; 0,00% Italy ; 6,25%

Latvia ; 2,08%
Ireland ; 1,39%

Hungary ; 0,00% % zech Repubilic ; 0,00%

Germany ; 18,75%
Greece ; 2,08% Estonia;

1,39%

Denmark;
1,39%

Finland ; 1,39%



03 Stakeholders analysis

Standardlzatlo
Certification " PodY; 5, 56%

authority ; \

11,11%
. ) —_Cloud Service
Publl.c Provider ;
Authority ; 34,72%
8,33%

Cloud Service
Consumer ;
40,28%
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03 Stakeholders analysis [l IFElTa R i {eTo B KAV,

= A certification scheme would increase the
adoption of cloud computing (79,2% of the
respondents)

= 56,94% believe that there should be one
certification scheme per service layer

" 56,94% are aware of initiatives being 1ISO27001,
C5, CSA Star, LEET security, Trusted Cloud,
SecNumCloud the most named ones.

= 59% are aware of cross-border initiatives as well
as good practices in cloud security

= 45% are aware of policy initiatives on cloud



03 Stakeholders analysis [l IFElTa R i {eTo B KAV,

Actions to reduce fragmentation

None of the others - 7,64%
Develop a regulation on the security certification _ 16 6o
of cloud computing services, specifying the... i
Create a European — wide certification framework _32,64%
Extend best practices already available in EU _ 26 39%
Member States for cloud security certification... =17
Foster mutual recognition of existing national
Initiatives

Self-regulatory industry initiatives - 6,25%

0,00% 5,00% 10,00% 15,00% 20,00% 25,00% 30,00% 35,00%
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03 Stakeholders analysis [l IFElTa R i {eTo B KAV,

" Provider of a certification scheme should be
either an independent standardization body or
an accredited institution (27.78% vs. 26.39%)

= Jurisdiction of the certification should be at EU-
level
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03 Stakeholders analysis [l IFElTa R i {eTo B KAV,

Aspects to be covered

Other NN 20,14%
Standard certification GGG 61,81%
Service Level requirements N 18,61%
Cross-border data transfers I 57,64%
Cross-border data interoperability NN 50,69%
Cross-border data portability I 53,47%
Non-personal data access (public / restricted / sharing) IS 46,53%
Non-personal data location (storage) I 15,83%
Non-personal data ownership, handling and processing I 50,69%

0,00% 10,00% 20,00% 30,00% 40,00% 50,00% 60,00% 70,00%



03 Stakeholders analysis [l IFElTa R i {eTo B KAV,

Security Management aspects to be considered

Other N 27,08%
Disaster recovery NG 54,36%
Incidence management and reporting NN 65,75%
Monitoring and logging I 5,238%
Availability I 63,19%
Integrity NN 72,22%
Confidentiality GG 77,08%
Access / Authentication NN 73,61%

0,00% 10,00% 20,00% 30,00% 40,00% 50,00% 60,00% 70,00% 80,00% 90,00%



03 Stakeholders analysis [l Tl R {13 R { RS TV,

Diversity of Problems faced when dealing with a certification | 3¢k of mutual
processes / recognition of
schemes certificates across

" Member States ;

16,38%

depending on the
countries or
sectors where the

. . _\
service is offered ; Too expensive to

0,

15,52% obtain the
certification as

well as to

maintain it;

Lack of a '

11,21%

dedicated i

certification /
schemes for cloud
security ; 12,07%

Certification /

process is not Certification

transparent ; ~  ——____ process is too
6,90% long; 12,07%



= Cost to obtain and maintain a certification is
reported to be between 10,000 € — 100,000 €

= Recertification / renewal is mostly 1-3 years

= Certification is thought to prevent security
incidents, which have occurred to 30% of the
respondents with an economic impact of less than
100,000€, although most respondents have not
quantified it

" Current fragmentation is a barrier to get a
certification (65%)
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03 Stakeholders analysis [l IFElTa R i {eTo B KAV,

" The public sector and the EC should:

— Lead and contribute to the definition of a security
certification scheme, reusing and harmonizing
existing initiatives

— Set standards and applicable legislation

— Be a Promoter and Influencer

" CSP Procurers of the public sector should be
certified (92%)
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04 Market adoption

Accredited certifications by the Top 50 CSPs (XaaS)
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PCI-DSS

38,00%
NIST CSF I 4,00%
NIST 800-171 I 4,00%
AICPASOC3 I 22,00%
AICPASOC 2 I, ~2,00%
AICPASOC 1 I 50,00%
FedRAMP I 12,00%
HIPAA I 26,00%
CSA Star I, 33,00%
1ISO 22301 NN 15,00%
Nejploloololy s
ISO 27018 I 26, 00%
ISO 27017 I 12,00%

1SO 27001 |, 50,00%

0,00% 10,00% 20,00% 30,00% 40,00% 50,00% 60,00% 70,00% 80,00% 90,00% 100,00%

m%



04 Market adoption

= Compliance with Member States’ requirements

Compliance with Member States' initiatives by the top 50 CSPs (XaaS)

NEN 7510:2011 (NL)

6,00%

ENS (Spain)

2,00%

C5 (Germany) 6,00%

UK Cyberessentials plus 6,00%

NHS 1G Toolkit

2,00%

UK G-Cloud

6,00%

0,00% 1,00% 2,00% 3,00% 4,00% 5,00% 6,00% 7,00%



04 Market adoption
Total Companies certified in ISO 27001 (EU-28)
12000
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(*) source: http://isotc.iso.org/livelink/livelink?func=11&objld=18808772&objAction=browse&viewType=1
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Jusiness

Companies certified in ISO 27001 in EU-28 2006 - 2017 per

Member State
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05 Next steps

" |n-depth analysis on the responses provided in
the surveys

" Interview, if appropriate, more relevant actors

= Use these results, where appropriate, as input
for the recommendations
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Visita nuestro blog:
http://blogs.tecnalia.com/inspiring-blog/

GlO0IOGICIY)

www.tecnalia.com
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